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Abstract

Preventing process changes from causing unintended consequences is important to achieving mission success. Process 
changes, often in the name of improvement, continue to be identified as contributors to hard and expensive lessons. These 
lessons can be linked to inadequately assessed processes or changes in upstream processes. This presentation was given at the 
2016 Mission Assurance Improvement Workshop and provides an overview of the full report, Process Change Assessment 
Techniques (Aerospace Report No. TOR-2016-02187).
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Motivation for 
Process Change Assessment Techniques

• Process change, often in the name of “improvements,” can introduce 
unintended consequences for qualified hardware
– Design changes traditionally vet through engineering change boards

• Process changes are not consistently assessed for high risk
– The less a supplier knows about the end use of a product, the less likely 

that supplier is to consider that a proposed process change could cause 
unwanted product impacts

– Some companies have developed their own policies to manage process 
change, but there is no industry consensus on approach

• “Late” escapes are infrequent, but can have high impact on mission 
success
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Problem
Process changes may happen at outside specialty processors or in-house 
process “Centers of Excellence.” Problems occur when these changes manifest 
as unintended consequences at higher module- or unit-level builds, risking 
mission success.  



U.S. SPACE PROGRAM MISSION ASSURANCE IMPROVEMENT WORKSHOP
HARRIS CORPORATION | MELBOURNE, FL | MAY 3–5, 2016 3

Team Charter
• Survey data from integration and test (I&T) (failure review board [FRB], 

material review board [MRB], etc.) for examples of failures resulting from 
supplier or in-house process changes

• Identify and categorize causal themes and drivers from data
– e.g., facility relocations, equipment or workforce changes, breaks in procurement or 

manufacturing, etc.

• Benchmark trade associations for methods that have addressed control of 
process changes

• Survey/assess effectiveness of existing customer process change notification 
(PCN) and control requirements

• Compile best practice methods and tools for effective identification and 
evaluation of supplier PCNs

• Prioritize guidance on when and how to use existing methods and tools versus 
introduction of new or unfamiliar methods or tools
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Process Escape Data Analysis
• The team analyzed data from various sources (lessons learned and root 

cause corrective action databases, FRB, MRB, etc.) for process changes 
that created hardware failures at subsequent levels of assembly, 
integration, test, or customer use

• Each escape was assigned to a potential cause on a fishbone 
• Potential causes were ranked and the top three were investigated further
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Escape Examples 

Example 1
Process Change: Change of gold 
plating supplier for connector pins 
resulted in intermittent connectivity 
failures at cold temperatures (found in 
vehicle-level thermal vacuum [TVAC] 
testing).
Result: Reach-across to multiple 
programs and customers at all phases 
of development and integration.

Recognition of potential impact 
from change of source could have 
been mitigated earlier by perceptive 
screening test.

Example 2
Process Change: A dynamic load (i.e., 
wiggle) test was implemented to screen 
for failures during manufacturing. The 
new screen induced unexpected latent 
stress failures in adjacent chip 
components.
Result: New failures found at higher-
level printed wiring board (PWB) 
assemblies, necessitating more 
investigation and remove-and-replace 
(R&R).

Recognition of potential impact from 
“improved” screening could have 
been prevented with a thorough risk 
analysis.



U.S. SPACE PROGRAM MISSION ASSURANCE IMPROVEMENT WORKSHOP
HARRIS CORPORATION | MELBOURNE, FL | MAY 3–5, 2016 6

Trade Association Summaries

• Conducted review of six trade associations’ policies and 
publications 
– For guidance to their practitioners to manage and control 

process changes 
• before the change was initiated
• after an escape had occurred to assess the risk

• These associations were selected because together they 
comprise the space system industry’s most well-
developed sources for procedural guidance on the design 
and manufacture of hardware used in space applications
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International Aerospace Quality Group (IAQG)—
Process Failure Modes and Effects Analysis (PFMEA)

• PFMEA was seen as the most effective available technique for 
preventing a process change-related escape 

• Implementation of a PFMEA (which is one element of the new AS9145 
standard) can be applied specifically to evaluate a proposed process 
change

• This methodology is particularly valuable before a process change is 
implemented
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Process Change Notification Benchmark

– Benchmark PCN policy was selectively 
provided to key suppliers by the 
contractual inclusion of a Quality 
Assurance Provision (QAP), also called 
Q-note  

– Program and Supplier Quality conduct a 
review of the Supplier Change Request 
Notification (SCRN) with supply chain 
and technical SMEs

– The review considers further actions 
such as conducting a new first article or 
a re-qualification plan for the part

• Reviewed several companies’ flowdown requirements for PCN 

• One was selected as a benchmark example 
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Process Change “Improvement” Questions
• A set of 27 questions was developed to 

aid a supplier or in-house processor to 
identify changes that might affect the 
end user of the product

• The questions are meant to invite the 
review of changes that go beyond 
typical form-fit-function constraints 
– Questions are not exhaustive

• The questions help a supplier 
recognize that a change to an existing 
process could represent a risk to a 
product in its end use 
– Even if the supplier was unaware of all of 

the conditions of the end use of a product
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Intended Product Use

• The purpose is
– to provide awareness to the general space community for the benefit of 

mitigating the risks of process changes
– to benchmark the most useful tools and policies currently in use

• Intended for program management, procurement, and technical 
disciplines, including engineering, production, and quality 
organizations responsible for the procurement, design, 
manufacturing, and quality assurance of space-qualified hardware

• Some of the professional associations or educational organizations 
that would reach the target audience are AIAA, IPC, IAQG, 
JEDEC, Nadcap, and SAMPE
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Topic Follow-on Recommendations

• Specific recommendations for the space industry:
– Enhance existing reference documents (e.g., EIA-649-1, Definition of 

Major (Class I) Engineering Change Proposal, and similar sources) to 
include language that goes beyond Class I/Class II or Major/Minor to 
include unintended consequences from process changes

– Develop a space industry common guideline for mitigating process 
changes and a common structure for PCN policy that could be selectively 
applied between Primes  Tier 1 and also from Tier 1  outside 
processors

• Specific recommendations for government:
– Review the new AS 9145 and SAE J1739 processes from IAQG and 

develop a plan to flow these techniques down to suppliers depending on 
circumstances. May be appropriate to research a larger set of history for 
AS 9145 and SAE J1739
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