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MA Definition & Purpose

MA is a Department of Defense (DoD)-wide
process to identify, assess, manage, and
monitor risks to DoD Strategic Missions

Goal: Protection and/or continued function
and resilience of capabilities and assets critical
to the execution of DoD Strategic Missions in
any operating environment or condition
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DoD Mission Assurance (MA) Purpose & Policy

Space Mission Assurance (SpMA) Framework

Identification Process

‘Conduct Mission Analysis
Identify / Define Strategic Mission
& Mission Owners

Perform Mission Decomposition

Decompose the Strategic Mission.

Identify: capabilities, mission systems,
mission assets, & mission-relevant assets
required to accomplish the Strategic Mission

Identify Risk-to-Strategic Mission

- Thresholds for failure and degradation
- Single points of failure / i

‘ SpMA Assessments (SpMAA)
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Conduct SpMAA Process " spMA Risk Management

1 SpMAA team assesses entiretyof 1 Strategic A
Mission (all mission & mission-relevant assets)
over specified timeframe, across all geographic
locations IAW SpMA Missicn Periodicity &
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- Lack of resiliency & conditional risk
- Risk in how the capability is supplied to and/or
used by the Joint Force / warfighter

Convey Risk-to-Strategic Mission

Convey SpMA Risk-to-Strategic Mission to the
Dol MA community & lower echelons

Products

- Mission & mission-relevant assetlists

- Dependency mapping: capabilities to assets

- Risk-to-Strategic Mission & impact statements

Informs

- Current operations, wargames, & exercises
- Assessments (AFS & IAS)
- Strategic-level protection activities
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Risk Management Board (RMB)

- Organizes all Risk-to-Strategic Missions, their
mission systems, assets, & relevant assets

- Prioritizes Risks to produce a 1-n list

- Develops COAs to buy down Risk

- D i and aligns PPBE & DOTmLPF-P
solutions to buy down Risk

- Monitors Risk reduction solutions to closure

Focus Statement (AFS)

- Conduct assessments using SpMAA
Benchmarks

- Assess only mission & mission-rel

- Produce a singular, holistic report in the
context of Risk-to-Strategic Mission

- Provide SpMA informati
command centers for si

Informs Informs.

- Risk management decisions
- PPBE processes and products
- Space enterprise priorities.

Informs

- Risk Management Process & decisions
- DoD MA Coordination Board (MACB)
- Identification Process documentation

ASSESS
B8/

Evaluate

- Monitor / Report threats to & status changes of
mission system assets & relevant assets that
pose Risk-to-Strategic Mission, IAW guidance

on to operations &
tuational awareness

and decision-making purposes
- Model, simulate, wargame, and exercise
scenarios to determine impact to Mission

- Current operations, exercises, planning
- Identification, Assessment, & Risk
Management Processes
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Model-Based Mission Assurance (MA) for Space MA

ID Assets ID Relationship Links ID Risk
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Trans-Regional
Missile Warning Missile Defense SATCOM Space Domain Awareness ISR
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Space Mission Architecture Visualization

Mission Capablly Description Simplified mission architecture depiction

* Each object contains data that can be viewed

Components « Links between objects highlight relationships

* Each community can maintain their own data

* Properties allow visualization to be scoped, keeping
data from becoming overwhelming

Mission

Subsystems

Satellite 1 Satellite 2 Satellite 3 Satellite 4 Satellite 5

Satellites

Operationally Relevant &

EM Links OtherMissiDnArchitecture Data Rich Architectures

Installation

HVAC

Links

Building

Ground Stations

Alternate Primary
Control Station Control Station
Antenna Located On

. Fiber Comm Link >
Tech Control
Cyber Layer Facility Tech Control

Located In
Commanding

Generator

Installation

— . Facility
Fiber Comm Link “Outside the Wire”
SATCOM Terminal . SATCOM Terminal
. Power
Common Architecture

4‘ Water
Wideband SATCOM Architecture Between Space Systems

¥ 3 7
Satellite C2 Space Operations Environmental Monitoring _ Spacelift
Decompose Space capabilities
* Capabilities * Mission Systems

* Mission Assets ¢ Mission-Relevant Assets*

* Personnel, equipment, facilities, networks, info & info systems,
and supply chains on which the mission systems depend

Map Space Mission Architectures
Identify Strategic Risk to Mission

— Mission System thresholds for failure and degradation
— Risk within the Space Mission System
* Single Points of Failure / Degradation
* Systemic Risk Affecting the whole Mission System
* Conditional risk (if / then)
— Risk in how the System is supplied to/used by the Joint Force
— System of Systems Risk

Deliverables

— Dependency mapping of mission systems, assets,
& mission-relevant assets

— Documented Strategic Risk to Mission
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